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ÅIntroduction to TRESOR 

ÅTRESOR components in depth 

ÅLive demo of TRESOR ecosystem 

ÅOutlook and next steps 

ÅQ&A 

Agenda 
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INTRODUCTION TO TRESOR 
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ÅTr usted Ecosystem for Standardized 
and Open cloud-based Resources 
ïFunded by BMWi, runs from 03.2012 until 03.2015 

ÅBuilding a Secure Cloud Ecosystem 
for the German Healthcare sector 

TRESOR - www.cloud-tresor.[de|com] 
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ÅTechnical / Development Partners 
ïmedisite (project lead) 

ïT-Systems International & T-Systems Multimedia Solutions 

ïTUB Service-centric Networking (SNET) 

ÅApplication Partners 
ïGerman Heart Institute / Paulinenkrankenhaus 

ïTUB Information and Communication Management (IKM) 

ïBitplaces 

TRESOR - www.cloud-tresor.[de|com] 
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TRESOR 
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SNET Components 
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https://github.com/TU-Berlin-SNET 

ÅTRESOR Components 
ïTRESOR Ecosystem, TRESOR Broker, SDL-NG, 

TRESOR Proxy, TCTP Implementation, Demo-Apps, 

TRESOR PDP 

ÅSoon 
ïPAP, Location Server & Client 

Open Source Repository 
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https://github.com/TU-Berlin-SNET
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TRESOR COMPONENTS 

IN DEPTH 
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ÅTCTP 

ÅProxy 

ÅAuthentication 
ïClaims-based federated identity 

ÅAuthorization 
ïXACML Policy Decision Point (PDP) 

ïXACML Policy Administration Point (PAP) 

ÅBroker & SDL-NG 

Components 
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TCTP 
The Trusted Cloud Transfer Protocol 
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ÅNovel HTTP security mechanism 

ÅComplements HTTPS 

ÅAdditional Security for SaaS 

ÅAdvances the state-of-the-art considerably 

Trusted Cloud Transfer Protocol (TCTP) 

Management Summary 
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HTTP communication 

(in TRESOR practice) 
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a) Relay TLS? 

X Confidential plaintext 

W No HTTP management 

Challenge: Implementing 

HTTP intermediaries 

HTTP/S

User

Agent
Proxy Application

server

?
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b) Serve TLS? 

X HTTP management 

W Available plaintext 



Solution = HTTP entity-body encryption 
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POST /patients  HTTP/1.1  ɔ

Content - Type: text / json  ɔ

Content - Length : 81  ɔ

 ɔ

{  ɔ

  " name" : "John Doe",  ɔ

  " status " : " therapy ",  ɔ

  " reason " : " broken  leg"  ɔ

}  

Less confidential 

Needed for HTTP mgmt. 

Often confidential 

Not needed for HTTP mgmt. 



ÅTCTP = Exchanging TLS over HTTP 

ÅHTTP Application Layer Encryption Channels 
ïPersist TLS session state 

ïRequired for multiple connections 

ïHTTP semantics for TLS Handshake & Encryption 

ÅGeneral Process 
1. End-to-end key exchange (TLS Handshake Protocol) 

2. HTTP entity body encryption (TLS Records) 

TCTP: General Idea 
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TCTP: How does it look? 
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POST /patients  HTTP/1.1  ɔ

Content - Type: text / json  ɔ

Content - Length : 81  ɔ

Content - Encoding: encrypted  ɔ

 ɔ

/halecs/1Mfjk941xkFe  ɔ

ãêĘĕÃØ¨¹íĊã»¶ÑÏJİ>
î}GqĉF^®Ļĉĉćęú>ĥeÍ}ēĉo>
C@ÛālëÞøčĮĹD¨>

Unencrypted header fields 

allow HTTP management 

Encrypted TLS Records 

contain HTTP body 

HALEC URL 



Capability discovery 
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OPTIONS * HTTP/1.1  ɔ

Accept : text / prs.tctp - discovery  ɔ

 ɔ
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HTTP/1.1 200 OKɔ  

Content - Type: text/ prs.tctp - discovery  ɔ

Content - Length : 81  ɔ

 ɔ

/:  ɔ

/(service (.+?))?:  ɔ

/(service(.+?)/)?static .*:  ɔ

/(service (.+?)/)?.*:/ \ 1/ halecs  



First client request 
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POST / halecs  HTTP/1.1  ɔ

Content - Length : 211  ɔ

 ɔ

>č>>ĉpËÆyİÙ«Õ
i¥á´øæĩXĦİ³ĂÈ·Ě£VĢď¼s>>zÿÿ>
W>V>Ç>Æÿÿ>S>Ãÿÿ>>ÿÿ>ÿÿ>>Q>
P>Ù>Ø>c>bÿÿ>M>Õ>_>ÿÿÿÿ>>>>>
> >>>>>>ľ>>b>>>>>

>R>P>>>>>>>>>> >>>>>>>>>>>>>
A>>

POST on discovered 

HALEC creation URL. 

TLS Record 

client_hello 



Server response 
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HTTP/1.1 200 OK  ɔ

Content - Length : 1050  ɔ

Location: / halecs /Adaw7VXdVpuɔ  

 ɔ

>S>>OpËÆy¸¬ÝWä}¹K
ē¢Çlü\Ĉï}ÝĴcR¯±Ď>>W>> ľ>>>
A>>ÜØ>
ÒNÁÎNÁÂ>>NNNOQOOPNNWSTRQxOQO
OPNONSTRQxNJONs³¢³K̄
²¤±µ¤±ONÑDÈÒıJ£³¢³¯NÁ@NHÅfÅĶ>
Á>NÁÁöā>
@?ÆÈù¼ÆľÐÏ_ĭGĠ£ðĲôĲÙGĞLLL>

URL of new HALEC 

TLS Records: 

ServerHello, Certificate, 

ServerKeyExchange, 

ServerHelloDone 



Second client request 
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POST /halecs /Adaw7VXdVpu HTTP/1.1  ɔ

Content - Length : 198  ɔ

 ɔ

>Å>>Á>¿ģxÈêcĔGsľėQēTĠÔÜ>
JĜRÅĉZ¤\Ø}ĸĞĲºøSç_ĥnëMQÆÐ¸ğbēĕĂ
x?°¼ĵ¦Ä§tHĀkòw®ľī»L¶ÇČĖQķZUkhĹĐ
?áL[ĥěÔ¬Qā¦ČGgfÞĊà¨ĩzðÂÊõrĸ>
NTd°AĢæ¤¡įę>
fÄµÚĂµÚdģ¶óİä¬dØ]ķ]y¨°¨Ë}¾ė~ī ±
ho>

POST on newly created 

HALEC URL. 

TLS Records: 

ClientKeyExchange, 

ChangeCipherSpec, 

Finished 



Server response 
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HTTP/1.1 200 OK  ɔ

Content - Length : 266  ɔ

 ɔ

>ĉ>>ą>>>>>ÿĀeĹÖíĪ_üñ÷>ÜķĬïÕ
°_ĲNlDÒúpç³v@ģuğÝg£ę>
ĺMa{ď]ĖēħąĻAĄéĪº>HwĉóeıbÒ>
¤LďĐºI?Č~kĵăØĖÔºļęġğÈ>Ô§OÆē
u°U¦÷ğ> jĸü©Ĕjċc·ôĆĪÆÕ
p£`åĄĈÒÁHæĴ¤¹z~DĻµĥČ÷Ĥ[ïTüt
ėC³w¼nĝĉĵdÒč@Ïþ½÷mĶöğÊtEJèØ
ēðsĉNęøzď¤ċÑľĒĸBÑĤüċDY£÷Ĵøĥ
ĕõĸNMĖMwsc@YĻķÖWÌĀĲğ³Ĵ>

TLS Records: 

ChangeCipherSpec, 

Finished 



ÅEfficient binary message format 

ÅAdditional HTTP Ămessage-flowñ security 

ÅStreaming capability 

ÅEfficient implementation 

ÅHTTP compatible 

Enhancements wrt related work 

(S/MIME, XML Encryption & Signature, ...) 
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PROXY 
Secure Cloud Proxy 
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ÅModular HTTP proxy 
ïWritten in Ruby (using extensions in C/C++) 

ïOpen Source (Apache 2.0 license) 

ÅFunctionality 
ïTCTP Client & Server 

ïReverse/Forward proxying 

ïClaims-based Authentication 

ïXACML-based Authorization 

ïRouting for booked services 

ïLogging & Monitoring 

The TRESOR Proxy 
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Client Proxy 

HTTP Reverse 

HTTP Forward 

TCTP Client 

TCTP Server 

Single-Sign-On 

TLS Cert-Auth 

XACML 

Mon/Log/Aud 

REST-API/MQ 

Central Proxy 

HTTP Reverse 

HTTP Forward 

TCTP Client 

TCTP Server 

Single-Sign-On 

TLS Cert-Auth 

XACML 

Mon/Log/Aud 

REST-API/MQ 

Service Proxy 

HTTP Reverse 

HTTP Forward 

TCTP Client 

TCTP Server 

Single-Sign-On 

TLS Cert-Auth 

XACML 

Mon/Log/Aud 

REST-API/MQ 

Any Proxy 

HTTP Reverse 

HTTP Forward 

TCTP Client 

TCTP Server 

Single-Sign-On 

TLS Cert-Auth 

XACML 

Mon/Log/Aud 

REST-API/MQ 

Plugin A 

Extension B 
github.com/TU-Berlin-SNET/tresor-proxy 
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Via Docker 

Manually, as a ruby script 

Manually, as a daemon 

 ɔ

Running the proxy 
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Proxy configuration 
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