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ATRESOR components in depth
ALive demo of TRESOR ecosystem
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TRESOR - www.cloud-tresor.[de|com]

Technische '
Universitat

Berlin

ATr usted Ecosystem for Standardized

and Open cloud-based Resources
I Funded by BMWi, runs from 03.2012 until 03.2015

ABuilding a Secure Cloud Ecosystem
for the German Healthcare sector
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TRESOR - www.cloud-tresor.[de|com]
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ATechnical / Development Partners
I medisite (project lead)
I T-Systems International & T-Systems Multimedia Solutions
I TUB Service-centric Networking (SNET)

A Application Partners
I German Heart Institute / Paulinenkrankenhaus
i TUB Information and Communication Management (IKM)
I Bitplaces
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£
Nutzerverwaltungen TRESOR Proxy (@ 3
(2.B. Active Directory) ® (Trusted 3rd Party) l |

TRESOR
Billing

TRESOR Proxy ~
(Client) ' B Client Profile Repository
:!,l; Service Profile Repository |
Clients :

&
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Dynamic
Services
medisite

TRESOR Proxy
(Service) TRESOR PaaS-Plattform
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SNET Components
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place
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Location
Server

Location-based
authentication

XACOML Access

Policies

Booked services

PDP
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Srong
- authentication ~
- -
TREOR KiDentity

Sngle Sgn-on

Applications

Logging of AAand
Service access

Broker

Logging of bookings
Logging
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o This repository  Search Explore Gist Blog Help ﬁmathiasslawik +~ 0O & P

TU-Berlin-SNET / tresor-ecosystem @Unwatch~ 7  HStar 0  YFork o

Run the TRESOR ecosystem as docker containers — Edit

{? Code
12 commits 1 branch 0 releazes 1 contributor
| @ Issues 0
branch: master = = =
r branch tresor-ecosystem / + = 1 Pull Requests .
added logging stack Wiki
Omer Malik llhan authored 13 days ago latest commit 7dbab54b88 @-
[ components added logging stack 13 days ago 4~ Pulse
M confi dded logging stack 13d
config added logging stac ays ago [-_Il Graphs
M data Added TRESOR PAP 20 days ago
B _gitignore Added TRESOR PAP 20 days ago ‘% Settings
2 _.gitmodules updated submodule 13 days ago
HTTPS clone URL
= LICENSE Initial commit 25 days ago
https://github.com/" @_
E README.md Prepare production deployment 25 days ago You can clone with HTTPS, SSH,
. . Sub ion.
B fig.yml added logging stack 13 days ago or Subversion. @

[# Clone in Desktop

README.md
<> Download ZIP

tresor-ecosystem

Hun the TRESOR ecosystem as docker containers



Open Source Repository
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ATRESOR Components

I TRESOR Ecosystem, TRESOR Broker, SDL-NG,
TRESOR Proxy, TCTP Implementation, Demo-Apps,
TRESOR PDP

ASoon
I PAP, Location Server & Client
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https://github.com/TU-Berlin-SNET
https://github.com/TU-Berlin-SNET
https://github.com/TU-Berlin-SNET
https://github.com/TU-Berlin-SNET
https://github.com/TU-Berlin-SNET
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TRESOR COMPONENTS
IN DEPTH
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Components "E
ATCTP

AProxy

A Authentication

I Claims-based federated identity

A Authorization
I XACML Policy Decision Point (PDP)
I XACML Policy Administration Point (PAP)

ABroker & SDL-NG
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The Trusted Cloud Transfer Protocol

TCITP
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Trusted Cloud Transfer Protocol (TCTP) ﬂs

ANovel HTTP security mechanism
AComplements HTTPS
A Additional Security for SaaS

A Advances the state-of-the-art considerably
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HTTP communication 0 E
(in TRESOR practice) Univeridt

<

User SaaS
Agent App
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Challenge: Implementing

HTTP intermediaries
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3 § S G
\& HTTP/S [ ; ? H by
User Proxy Application
Agent server

a) Relay TLS?
X Confidential plaintext
W No HTTP management

b) Serve TLS?

X HTTP management
W Available plaintext

Mathias Slawik | TRESOR | Service-centric Networking

=1 = TELEKOM S . .

0 ervice-centric
INNOVATION

.E. LABORATORIES NETWORKING

15



Solution = HTTP entity-body encryption ﬂ ' E

-
Less confidential

Needed for HTTP mgmt.
-

POST /patients HTTP/1.10 )
Content - Type: text /json ?

Content - Length : 81 °

-

Often confidential
Not needed for HTTP mgmt.

\_
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TCTP: General Idea i ﬂs

Berlin

ATCTP = Exchanging TLS over HTTP

AHTTP Application Layer Encryption Channels

I Persist TLS session state
I Required for multiple connections
I HTTP semantics for TLS Handshake & Encryption

AGeneral Process
1. End-to-end key exchange (TLS Handshake Protocol)
2. HTTP entity body encryption (TLS Records)
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Key exchange
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PCST / hal ecs HITP/ 1. 1°

0]

cri\v| L|CI|V L
Handshake Handshake
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TCTP: How does it look? - E

Berlin

POST /patients HTTP/1.1°

Unencrypted header fields | Content - Type: text /json ?

allow HTTP management Content - Length : 81
Content - Encoding: encrypted °

)

(HALEC URL /halecs/IMfik941xkFe )
Encrypted TLS Records d46E8A- @ 1 i Ca»TNT ]
tain HTTP bod '} GoeF"@®LEECel>- el
con y c@lal ebg®| LD
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Capability discovery

OPTIONS * HTTP/1.1°
Accept: text /prs.tctp -discovery ?

)

HTTP/1.1 200 OR
Content - Type: text/ prs.tctp -discovery °
Content - Length : 81 °

J

[ 2
/(service (.+7?))?. 9
/(service(.+7?)/)?static RO

/(service (.+?2))?.*/ \ 1/ halecs
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First client request
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POST on discovered
HALEC creation URL.

POST/ halecs HTTP/1.1°
Content - Length : 211 °

)

)

(" >S>>CpEAY I U
i ¥4 &eXHI 2 AE- EE£ VW
W>V > C> &Yy > § AP PR
TLS Record P>U>@>c > b0 y>>yMee > >
C|ient_he||0 > > > > >>>> hb>>
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Server response
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HTTP/1.1 200 OK »
Content - Length : 1050 °

(URL of new HALEC Location:/ halecs /Adaw?VXdea)
J
4 >S>>0pE Eyl1KY Wa A
el UYICYJc R™ = D> >IWe>|>
TLS Records: A>B0>

ServerHello, Certificate, | ONAT NAMN N QOOPNNWSQBQ:

ServerKeyExchange, OPNONST RO NKO

ServerHelloDone *otu NNDEAEC® ~ NADK
A>NAA> ]

S @? AE U Y. /EIGBHII 6 138 1 L:h)
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Second client request
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[POST on newly created|POST /halecs /Adaw7VXdVpuHTTP/1.1° ]

HALEC URL. Content - Length : 198 °
4 SA>AkzgEECEGsaITeED U > }
TLS Records: JGRAGB x G ogBn e MQED , G ¢

. Xx?°wW ! A8t HAKIOQE®@K Z Wi h|(l B
ClientKeyExchange, |, ;| Gs0a! CGg fzBAED T ik >
ChangeCipherSpec, NTd- AG] e >

Finished f AuUApBIdagH R y ~ ° " E} 3%e|41

- ho J
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Server response
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HTTP/1.1 200 OK °
Content - Length : 266 °

)

>c>>ac>>>:L®yAa—ﬁ>I,t'Jv'|'6

° WJRD&pvVv @Y uf
Ma{EﬁthAAeT

Yg£\¢>

|
TLS Records: al B ?C~KPE&De g>@£9
ChangeCipherSpec, u®U;>g ] KUOGE] CcC QT
e CWwime] dOocg @IK@@/zEtmE
ésteadncNI ExkBNHUC¢
. & 6 KkVEMvs c @DWIKA IJ &3 ‘)
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Enhancements wrt related work
(S/IMIME, XML Encryption & Signature, ...)

A Efficient binary message format
AAddi ti onal HFTRPwWAMes:caqg -
A Streaming capability

A Efficient implementation

AHTTP compatible
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The TRESOR Proxy

AModular HTTP proxy

i Written in Ruby (using extensions in C/C++)

I Open Source (Apache 2.0 license)

A Functionality

TCTP Client & Server

I Reverse/Forward proxying

I Claims-based Authentication
:
|
|

XACML-based Authorization

" Routing for booked services
" Logging & Monitoring
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Client Proxy Central Proxy Service Proxy Any Proxy

HTTP Reverse

HTTP Forward HTTP Forward HTTP Forward

TCTP Client TCTP Client TCTP Client

TCTP Server TCTP Server TCTP Server

Single-Sign-On Single-Sign-On

TLS Cert-Auth TLS Cert-Auth

XACML XACML

Mon/Log/Aud Mon/Log/Aud Mon/Log/Aud

REST-API/MQ

REST-API/MQ REST-API/MQ

ithub.com/TU-Berlin-SNET/tresor-prox
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Running the proxy - E

Berlin

Via Docker

docker run -1 -t mathiasslawik/tresor-proxy <proxy options>

Manually, as a ruby script

bundle exec ruby bin/proxy.rb <proxy options>

Manually, as a daemon

bundle exec ruby bin/proxy_daemon.rb <command> °
<daemon options> -- <proxy options>
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Proxy configuration —

Usage: proxy.rb [options]

-b,
_—i,
P,
-n,

--broker

__-i p

—-—port
-—hostname
--threadpool
--trace
--loglevel
--logfile
-—tctp_client

The
The
The
The
The

Universitat
Berlin

URL of the TRESOR broker

ip address to bind to (default: all)

port number (default: 80)

HTTP hostname of the proxy (default: proxy.local)
Eventmachine thread pool size (default: 20)

Enable tracing

Specify log level (FATAL, ERROR, WARN, INFO, DEBUG - default INFO)
Specify log file

Enable TCTP client
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